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Chapter One Hardware Installation

1.1 Rear Panel

Rear Panel Description

Connectible to 10/100-BaseT Ethernet LAN
4 LAN Ports network adapter and can uplink to a hub or

switch.

Note! When you press the RESET Button for 7

seconds, the configuration that you have set

RESET
would be deleted and restore to factory default
setting.
Connectible to ADSL, Cable Modem or
WAN .
community broadband.
ACOV AC9V/1.0A Power Interface

1.2 Hardware Installation

1. Please connect the LAN port of the
router to the network adapter of your
computer with one cable.
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2. Please use the delivery-attached
power supply to power the router.

3. Please connect your broadband line _internet
provided by your ISP to the WAN

port of your router.

1.3 LED Indicators

Computer

LED Indicator Description

POWER | Always ON | Indicates the device is powered up well.
SYS Always ON | Indicates the system is running normally.

WLAN | Blinking Indicates the wireless signal is OK.
WAN Blinking Indicates the WAN port is receiving/transmitting data.
LAN Always ON | Indicates the LAN port connections are OK.

(1/213/14) o . . .

Blinking Indicates the LAN ports are receiving/transmitting data.
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1.4 Topology of the Wireless Router

Internet

Cable/DsL
MODEM

TTTIIi T iiTiT0Tiiiiiiiiiiiiiiiininiii il

Wiraloss USB Adaptar

Pawer port [please use
the standard power adapter.)
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Chapter Two Configuration Guide

2.1 To Set the Network Configuration of your Computer

1. Please right click “My Network
Place” on your computer and select
“Properties”.

Explore
Search for Computers. ..

Map Network Drive, ..
Disconnect Metwark Drive. ..

Create Shortcut
Delete
Rename

Fie Bt Ven Faontss Tods Advncad Fep

Q- © B P [ rutes |-

e (@ Nevark Gorrectons Y8

2. In the following dialogue box, R e
please click “Local Area Network # o B

Connection” and select “Properties”.
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3. In the dialogue box, please select
“Internet  Protocol (TCP/IP)” and
click “Properties”.

4. Please select “Obtain an IP address
automatically” or “Use the following
IP address”

a. For “Obtain an [P address
automatically”, it is as the right
figure.

nnection Properties

Genetal | Authentication | Advanced

Connect using

| B8 Realtek RTLE133 Family PC| Fast Et

|

This connection uses the following items:

fgl, Clignt for Microsoft Netwarks

E File and Printer Sharing far Miciosoft Networks

=105 Packet Scheduler
Intemet P [TCPAP]

Properties k

Transmission Control Protocold| ntemet Protocal. The default
wide area netwark protocal that provides communication
across diverse interconnected networks.

Description

Show icon in notification area when connected
Matify me when this connection has limited ar no connectivity

Internet Protocol

IP) Properties

General | Afemate C

You can get IF seflings assigned automaticaly if your network supports
this capabilly. Otherise, you need (o ask your nietwork administrator for
the apprapriate IP settings.

(%) Obtain an IP* address automatically

() Use the fallowing P address:

(®) Dbtain DNS server address automatically
() Use the following DNS server addresses:

e
|
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b. For “Use the fO"OWlng IP addreSS”, Internet Protocol (TCP/IP) Properties E@|
please configure as the right figure. Ganardl

*You can get IP settings assigned automatically if your network supports
this capabilty. Otherise, you nesd to ask your nitwork administator for

IP Address: 192.168.0.xxx (xxx is a the approprte P setings

number between 2 and ©) Obtain an IP address aulomalicall

254) ) Use the folloving IP address
Subnet Mask: 255.255.25.0 :’:ddf“'k ‘zzz ‘;g 225 s
Gateway: 192.168.0.1 s —

DNS Server: You could inquire your

(&) Use the following DNS server addresses:

local ISP and fill in your local DNS T — e RTCE PRI
server address or you can also use the Altrate DS server

router as the DNS proxy server.

After configuration, please click
“OK” and then click “OK” in “Local

Area Connection Properties”

2.2 To Check the Connection

& Adrministrator

1. Please select “Start"—All
Programs”—*Accessories”—
“Command Prompt”

2. Please input “Ping 192.168.0.1”
and press Enter, if your screen display
as the figure, this means that your
computer is connected to your router
successfully.
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2.3 Login

1. Please open your Internet Browser,
enter “http://192.168.0.1” in the
address bar.

2. In the dialogue box, please input
User Name: admin

Password: admin

And then click “OK”

3. The router would verify your user
name and password. When they are
right, you would see the screen as the

right figure.

& about:blank - Mictosoft Internet Explorer BEX]
Ele Edt Vew Favortes Toos Help [
= = »
Qe - © - (%] B G| POseacn Gleraones &)
Address | hitpi1192.168.0.1 B> BN
—
Connect to 192.168.0.1 K=

A

Wireless Soha Router

Uset name: ‘ ﬁ admin M

Password: ‘ Aok |

)54k Wietss Braadband Ruter BE %)

i t e Fmors Lok

Q- O RNEG P doroms @ (323 B

e €] ip152.165.0. e o5

sk for win th Muliinotona Brossho Rovte:

etk petrs Yo e 0 send o e
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2.4 The Management Interface

1. On the left side, you can see the
buttons: “Running Status”, “Wizard”,
“Advanced Config”, “WLAN
Setting”, “DHCP Server”, “Virtual
Server”, “Security Setting”, “Routing
Setting”,  “System  Tool” and
“Logout”.

2. On the right side, you can see the
function configuration of related
buttons.

Welcome !

‘Thanks for using the Maultifunetiona! Broadbznd Router.
router products,

IEyou are not very familiar
i ing to the hints. Ify
the network parameters you need to amend o set.

This guide can heip you rapidly set the work pattern and basic parameters of the
router,
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2.5 Quick Installation Guide

1. Entering into the “Welcome”
Interface of the router, please click
“Next”.

2. Now you would enter the “Setting
Wizard”. In order to access the
Internet, you should select your
connection type to your ISP (Internet
Services Provider).

This router supports “Auto Detect”
and “Manual Set”.

a. If you are not clear of your
connection type, please select “Auto
Detect” mode and click “Next”

GE PEx)|
*

Eo £t gaw Faoke Lokt

Dsewn Poranes @) 3 (3 B

& oore © ineret

This router supports.

Oavtodetect & manual set
anto detect mode: =]

O ADSL Virtual Dial-up (PPPGE)
@ DHCP Clint
O Ethernet Broad Band, fired P address provided by ISP (Static IP)

O PPP Tunneling Protocol. (Can support multi-protocol Vistual Private
Networks) (VPN) (PPTP).

‘This router supports.

@Davtodstect O manual set
anto detect mode: | dynamic [P

DL Virtusl Disl-up (PPPoE)
DHCP Cliext
Ethernst Proad Band, fixed IP address provided by ISP (Static [P)

PPP Tumsling Frotocol. (Can suppart mudlti-pratocol Virtus] Frivate
Networks) (VEN) (PPTF)
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b. Of course, if you are clear, you
could select manually and click
“Next”.

3.

A. If the connection type is “ADSL
Virtual Dial-UP (PPPoE)”, please
input the “User Name” and
“Password” provided by your ISP.

B. If the connection provided by your
ISP is DHCP of “Obtain an IP address
automatically”, please click “Next”.

C. If the connection is “Ethernet
Broadband, fixed IP address provided
by ISP (Static IP)”, please input the IP
Address, Sub-net Mask, Gateway and
DNS server address provided by your
ISP.

10

“This router supporis.

Oauto detect

auto detect mode:

@ manual set

O ADSL Virtual Dial-up (PPPGE)

@ DECP Client

O Ethernet Broad Band, fixed P address provided by ISP (Static IP)

{0 PPP Tunneling Protocol. (Can support multi-protocol Virtual Private
Networks) (VPN) (PPTE).

Next

When you apply for virtual ADSL diel-up sexvice, The ISF will provide scoount
and pass word for intermet. If you Eorget or dox't know well please refer to your

ISP,

Usermaree: [ s2tenda@163 od

The ISP will provide you sorwe essential network parameter if you apply
Ethernst Broad Band Service and yon have fixed IP address, pleass input
comes pondingly the follovwing table. If you forget or don't know veell please refer

to your ISP
IP Address
Hetmask:
Cateway:
DHNS Server:
Secondly DNS

[z oo

Previous || Nest
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D. If the connection is “PPP
Tunneling Protocol”, please input the
following parameters provided by
your ISP: User Name, Password,
Gateway, MTU, MPPE

The default MTU is 1400, and you
can change it according to your
requirements

MPPE: To Encrypt the connection
between your router and the server, if
the ISP needs to encrypt the
connection, then please select MPPE.

PPTP provides two access modes.

If the PPTP offered by your ISP is
Dynamic IP: Please select Dynamic
IP and.

If the PPTP offered by your ISP is
Static IP: Please fill in the parameters
provided by your ISP and.

PPTP Settings

PPTP Account
PPTP Password

PPTP Gatesay:

MTU 1400 |Renge200-1492)
MPPE (]

WAN Interface

(®) Ethernet Broadband, avtomatically obtain 2n IP address from ISP (dynamic
®)
O Ethernet Broadband, fixed IP address provided by ISP (Static IP)

fooo ]
fooo ]
(0208134133 ]
[2029012868 |

‘WAN Interface

O Ethernet Broadband, zutomatically obtain en TP address from ISP (dynamic
i3}

® Ethernet Broadband, fixed IP address provided by ISP (Static IP)

IP Address:
Submask
Gateway:
DX Server:
Secondly DNS: [20296.128.68 Jioptional)
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Wizard

Congratulation! You have finished all essential network parameter setting

4. After configuration, please click et e s yo s et somsly. £y vt 551
13 ’T] - - . further setting, please click other menu.
Next” to enter into the figure beside Pl cick "SAVE' {0 save parameters nd i st stng

and click “Save” to finish the

configuration.

5. “Running Status”
After configuration, please click the
“Running Status” button and check
the connection status. If the Link
Status is “Connected”, now you can
access the internet.

20
5253590

2.6 Running Status

Here we can see the working status of the

router

12
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1. WAN Port Status

Here you can see the status of the WAN
port including Link Status, WAN IP,
Sub-net Mask, Gateway, DNS, Second
DNS and Link Type

2. LAN Port Status

Here you can see the status of the LAN
port including IP Address, Sub-net Mask,
DHCP Server, NAT and Firewall.

3. Information

Here you can see the status of the router
including Running Time, System Time,
Client Count, Firewall Version, Bootcode
Version, LAN MAC Address, WAN
MAC Address, and Hardware Version.

2.7 Wizard

Please refer to 2.5 for Quick Installation Guide

2.8 Advanced Config

LAN Setting

13

Link Status
WANIP
Netruask
Chateway
DNS
Second DNS
Lik Type
Lirdked Tirue

Felease

1P Address
Netmask
DHCP Server
NAT
Firewall

Runzing Time
System Time
Client Count
Fireware Version
Bootcods Version

LAN MAC Address

WAN MAC Address

Hardware Version

Comnected
192168010
2552552550
19216801
20296134133
2029612868
Dynamic IP
001247

192.168.0.1
2552552550
Enable
Ensble
Disable

00:17:49
10-1-2006.08:17:49
1

Ver1.26

Ver 126
00:02:03:04.05.06
00:02:03:04:05:06
Ver 200
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The configuration parameters of the

LAN port of the router is displayed here.

1. MAC Address: To display the MAC
address of the router in the LAN, its

value can not be changed.

2. IP Address: To display the IP address
of the router in the LAN, the factory
default value is 192.168.0.1, you can
change it according to your
requirements.

For example, you can change the IP
address of the router as 192.168.3.1 as
the figure beside.

ANote: If you change this IP address
into a new IP address, then next time
when you log in the router, you must use
this new IP address to access the
management interface of the router. And

all the default gateway of the computer

14

]

B

Basic LAN parameter
MAC Address 00:02:03:04:05:06

2 Address
Netmask 2552552550

Basic LAN parameter
MAC Address 00:02:03:04:05:06

TP Asiress
Netmask 255.255.255.0
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in the LAN should be set as the value of

this new IP address.

LAN Setting

Basic LAN peramster
MAC Addrass 00:02:03:04:05:06

Netmask: The default Sub-net Mask of T

this router in the LAN is 255.255.255.0

WAN Setting

The configuration parameters for the

WAN port are displayed in this page.

15
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Here we can change the configuration

parameters of the WAN port here. Please

refer to the figure beside, and this figure

is subject to different connection types to

your ISP.

For example, in ADSL mode, we can

change the parameters as the figure

below:
MTU Value Maximum e —
=

Transmission Unit Si“ [lds2_Jpetut 145

Name of Some ISP provides the e —

the Server name of the server (AC giﬁlﬂfﬁﬁ:mmMWM

(AC Name) and requires Oz:z;ImQf:i:f%:j?g;?&miﬁwm»go

NAME) using this name during O”““MI“”‘“‘”C“,,”“ e
the process of authenti- SO P P P e 9
cation. —

Please Connect Automatica-

select the |Ily: connect after start

connection  and break off

mode Manual Connect:

connect by user.

Connect when needed

Connect during fixed

time

16
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MAC Address Clone

In this page, you are able to configure
the MAC address of the WAN port

With this function, you are able to clone
the MAC address of your computer
which is connected to the router, and
copy this MAC address to the WAN port
of the router. (You are also able to
change the MAC Address manually.) If
you don’t know how to input the MAC
Address manually, we recommend that
you should use the MAC Address Clone
function to copy the MAC Address
automatically.

For example, if you require to change
the MAC address of the WAN port into
00:00:00:00:0D:A0, you should fill it in

manually as the figure beside.

17

WAN MAC Address Clone

‘:;Aa:i 00:00:00:00.00:40 ][ Recover Fastoy MAC | [ Clons MAC |
53
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DNS Server

% Tips: The Domain Name System is
the system that translates Internet domain
names into IP numbers. A "DNS Server"
is a server that performs this kind of
translation.

1. DNS Server Configuration: Please
select enable and the configuration of
DNS would be effected. The DHCP
server of the router would distribute the
added DNS server address to the client

which requires for this.

2. DNS Server Address: Please add the
DNS server address which is obtained
from your ISP.

3. Secondly DNS Address (Optional):

If your ISP provides two DNS server
addresses to you, then you can fill the
second one here.

For example:

If you IPS provides you with the
following parameters:

18

BE)

NS Server

DNS Address.

Secondly DNS Address
(options)

i Enable
202.96.134.133
202.96.128.68



mnda® Wireless Broadband Router User’s Guide

DNS Server 202.96.128.68
Address

Secondly 202.96.134.134
DNS Address

Then you should fill in your parameters

as the figure beside.

2.9 WLAN Setting

Basic Configuration

Br)

In this page, we set the basic wireless
parameters

1. SSID:

(Service Set ID). SSID is a group name

shared by every member of a wireless

network. Only client PCs with the same e
SSID are allowed to establish a e =8
connection. — o
And you are able to change the SSID

here.

For example, if you want to change the

SSID as Wireless, then please fill in the

parameters as the figure beside.

19
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2. Wireless Mode: Here you can select
“Mixed” or “802.11g”

For example, if you require selecting
Wireless Mode as “802.11g” mode,
please check as the figure beside.

3. Channels: It is for selecting the
working channels of the wireless
network. Please select from 1 to 13, or
select Auto Obtain to select different
channels.

For example, if you require setting your
channel as 11, then please set as the
figure beside.

4. Close the SSID broadcast: Please
select “Disable SSID” to close the SSID
broadcasting function, the router would
stop broadcasting its SSID among the
wireless clients. If the client requires
connecting to the router, the user is
required to fill in the SSID manually.

As the figure beside, please click the
“Disable SSID” button to close SSID
broadcasting function.

WDS Setting

*Tips: WDS (Wireless Distribution
System) enables different APs to have
wireless repeater function without
affecting the covered range of the
wireless AP.

20

s I —
WirelessMode 802.11g[v
Channel 6 |v
Disable $31D: O
s
WirslessMode: 802.11g v
Channel 1y
Disable SSID: O
= i —
WirelessMode: 802.11g[v
Channel 1[v
Disable $81D: g
BE)
€ <=3
wwwww -
s e B
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Wireless Bridge

WS Mode: Ensble [w

1. WDS Mode: Please select to enable

1 Wireless Bridge
WDS function here. e
Close Scan
|Ubnos=| SSID | MAC Address | Chanrel| AP ‘Mu&‘&wmry I“Sb::;y
Wircless Bridge Infomation
No. MAC address Clear
1
2
E
4
5
L
H H . ‘Wireless Bridy
2. Wireless Bridge MAC Address: e e
WDS Mode:| Enable |+
Please add a MAC address used for
Wirsless Bridge = s
WDS Vi brse 01122334485
Close Scan
Choose|  SSID ‘ MAC Address | Channel| AP ‘Mudz‘kunty l.ni‘::lty
Wireless Bridge Infomation
No. MAC address Clear
1
;
s
;
s

21
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3. Scanning Function: You are able to
use the scanning function to search for
the wireless network nearby which is
can be used. When you want to connect
to a certain wireless network which is
searched, please single click to add it to
the WDS table.

For example, please refer to the figure
beside. We can search the SSID of
“TENDA” with MAC Address of
“02:10:18:01:00:B6” in the wireless
network and add it to the WDS table.

4. Wireless Bridge Information:

To display the MAC Addresses of all the
wireless bridges added. Maximum 6
groups are supported. You are able to
use the “Clear” button to delete the
configuration which you don’t need.

22

Wireless Bridge

WDS Mode: | Enable |¥|

Wireless Bridee
MAC Address:

Close Scan

Chooss|  SSID MAC Address

llegsois e nlias ol

@ |Tenda 02:10:18:01:00B6

Wireless Bridge Infomation

:) Ave you sure to comect tis AP?

Na. MAC address Clear

1

Wireless Bridge

WDS Mode: | Enable |

Wireless Bridge
MAC Address.

Wireless Bridge Infomation

No. MAC address
1 02:10-18:01:00-B6
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Security Config

1. Security Options: Please select
Disable, WEP, WPA, WPA2,
WPA&WPA?2 Mode;

% Tips: WEP is a security protocol that is
designed to provide a wireless local area
network (WLAN) with a level of security
and privacy comparable to that of a wired
LAN by encrypting the data that is

transmitted.

WPA (Wi-Fi Protected Access) is a fairly
new standard for wireless networks and is

more secure than WEP.

WPA2 (Wi-Fi Protected Access 2) is an
enhanced version of WPA. It is the
official 802.11i standard that was ratified
by the IEEE in June 2004. It uses
Advanced Encryption Standard instead of
TKIP (see above). AES supports 128-bit,
192-bit and 256-bit keys.

WPA2 supersedes the previous security
specification, Wired Equivalent Privacy

(WEP) and WPA in security.
23

S
2
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2. WEP setting: when user select WEP
mode, WEP goes into effect.
a. Authentication: You can select open
system which allows any access to the
router or select transmit key based on
the WEP encryption mechanism;
b. Encryption Length: You can select
64-bit or 128-bit encryption;
Note: The 64 bit Key must be 10 ik Norwork scurcy ormaion
Hexadecimal characters. The 128 bit Key Dt

must be 26 Hexadecimal characters. But  suscicuson| pen systam v

i i Encryption Length | 64 bit |
“0” is disable;

Transmit Key Key

. . . =

c. Key Options: Only one transmit key is iig %
) Key30 [

allowed to work at the same time, but KeyaO [———

you are able to save 4 transmit keyS as NOTICE: The 64 bit Key must be 10 Heradecimal characters. The 128 bit Key must be 26

Hexadecimal characters.but '0' is disabled.
WPA&WPA2

the same time;

WPA Type

d. Key: Please input key here, please ™%

WPA Key (8~64 ASCII characters)
take note the key length and the valid — weare (564 ASCI charcters)
KeylLife second (30s~420497203s)
character range;

e.g.: Your encryption mode is as below:

Authentication: Open system
Encryption Length: 64bit
Transmit Key: Key 1
Key: 1234567891

You should fill in the parameters as the
figure beside.

24
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3. When user select Security Option of
WPA mode, WPA mode goes into effect.
a. WPA Type: You can select AES mode

or TKIP mOde; Wireless Network Security Information.

Security Options

b. Please input key, please take note that =~ © 2= ©¥E ©ea O wea O weaswzas

WEP

the Length and valid character of WPA ~ “o==e=

Encryption Length

Key is 8-64 ASCII characters; o Koy Key
Keyl Lzesores |
. - : Key2
c. Key Life: Please input the Key Life = —_—
Key 4 I

you require (30s---429497295s);
NOTICE: The 64 bit Key must be 10 Hexadecimal characters. The 128 bit Key must be 26
Hexadecimal characters.but '0' is disabled.

e.g.: If you require to set WPA mode as

WPA&WPA2
WPA Type| TKIP [»

follows: VEA Ty
. WPA Key [ABCDEFGH (8~64 ASCII characters)
WPA Type TKIP WEA2 Key (8~64 ASCT! characters)
WPA Key ABC D E FG H KeyLife 3600 second (30s-420497295s)
Key Life: 3600

Then you should fill in the parameters as

the figure beside.

25
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4. WPA2 Setting: When user select
encryption mode of WPA2, WPA2 goes
into effect.

a. WPA2 Type: You can select AES mode

which is a higher level of encryption s N sy somsion.

Security Options
mod e O Disable O WEP O WPA @ WPA2 O WPA&WPA2
WEP

b. WPA Key: Please input the key ot

Encryption Length

content, please note that the Length and B Key
- : 2 ]
valid character of WPA Key is 8-64 = ]
Keyt ]

ASCII characters.
NOTICE: The 64 bit Key must be 10 Hexadecimal characters. The 128 bit Key must be 26
Henadecimal characters.but 0 is disabled.

c. Key Life: Please input the Key Life
you require (30s---429497295s).

WPA&TWPA2
WPA Type
WPA2 Type| AES |¥)

€.9.. If you require to set WPA2 as ::::j; ABCDEFGH E:‘:ziz:ﬁ:
f0||0W5; KeylLife 3600 second (30s~4294972055)

WPAZ2 Type: AES

WPA2 Key: ABCDEFGH

Key Life: 3600

Then you should fill in the parameters as

the figure beside.

26
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5. WPA&WPA2 mixed setting: When

user select WPA&WPA2 mode ,

WPA&WPAZ2 goes into effect.

a. WPA Type: You can select AES mode

or TKIP mode;

WPA2 Type: You can select AES. Wireless Netwrk Ssusiy aformation.

Security Options

b. Key: Please input key Content, please QO Disatle O WEP O WPA O WPA2 @ WPA&WPA2

WEP

note that the Length and valid character =~ ===

Encryption Length

of WPA Key is from 8 to 64 ASCII iy Koy
eyl [oassezeon ]
Koyl L 1
character. Key3 |
oy [

c. Key Life: Please input the Key Life

NOTICE: The 64 bit Key must be 10 Hexadecimal characters. The 128 bit Key must be 26
you require (30s---429497295s). e
WPA Type|TKIP [»

e.g.: If you require to set WPA mode as

WPA2 Type | AES |¥|

follows: s
WPA Type TKI P KeyLife 3600 second (30s~420497205s)

WPAZ2 Type: AES

WPA Key: ABCDEFGH

WPA2 Key: STUVWXYZ

Key Life: 3600

Then you should fill in the parameters as

the figure beside.
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Advanced Config

Radio Preamble: The potion for Antenna
Mode which enables you to select the
antenna for transmitting data and
receiving data.

802.11b Rate Setting: Enables you to
select the negotiated transmission speed
to wireless LAN card under the 802.11b
standard.

802.11g Rate: Enables you to select the

negotiated transmission speed to wireless

Booster Modz off |»
LAN card under the 802.11g standard. — o
. RX Antenna Outer Antenna |+
Fragmentation Threshold (256-2346): the = T
- 302.11g Rate Auto A
period each data package should be Formtion Tt [o00
o Qs62346) .
lelded RTS Threshold (256-2432) |2346
Beacon Interval(1-63523) | 100 ms

RTS (Request to Send) Threshold
(256-2432): When the data packet
exceeds this threshold, using CTS/RTS

mechanism can reduce the possibility of

DIMInterval(1-255) |1

collision;

Beacon Interval (1-65525): Please set the
parameters for “Beacon Period”.

DTIM Interval (1-255): To set DTIM
period. Please fill in the time interval
during which the AP should broadcast
wireless signal.

Wireless access control
28
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Based on MAC Address, wireless

MAC Address Filter off ||

Access Control is able to permit certain

Config MAC Address

client access to the wireless network, or

MAC Address Action

forbid certain client access to the EEEEEE

wireless network.
1. MAC Address Filter: Here you can

select “Allow” or “Block” to control the

clients" to access the wireless network.

a. When you select “Allow”, only the

clients listed on MAC Address Tables

are able to have access to the wireless MAC Adess ilier or_[¥]
network. Config MAC Address Block
b. When you select “Block”, all the ! e ! L
clients listed on the MAC Address Table

.
are not allowed to access the wireless
network, and the ones which are not
listed are able to have access to the
wireless network.
2l Config MAC Address MAC Address Filter: Allow |»
e.g.. You could add MAC Address =
00:C0:9F:AD:EF:C5 to the list as the
figure beside
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3. MAC Address List

On this list, you can view the controlled
MAC Addresses or delete them if
necessary.

Link Status

You can view wireless clients’ access
status like their MAC Address and
transmission rate.

2.10 DHCP Server

DHCP Server setting

% Tips: DHCP is the abbreviation of
Dynamic Host Configuration Protocol
which can assign IP address, Subnet
Mask, Default Gateway of LAN Client
on TCP/IP automatically.

30

MAC Address Filter: Allow | v
Config MAC Address
MAC Address
|
00:CO-9F:ADFF:CS

This shows the Access Point and th statistics that zre cumrently part of the
BSS

information list [ Refresh

IDMAC Address State| Operating Mode [Running Rate [Signal Strength RSSI[Power Saving

DHCP Server Enable

TP Pool Starting Address 192.168.0.
1P Pool Ending Address 192.168.0.
Lease Time Oneday |+
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1. DHCP Server: The DHCP function DHCP Serer EEwtie
: ) ) IP Pool Startinz Address 192.168.0.
will go into effect if you select “Enable” P ool Ending Adisss o2 1650 [0

Lease Time Oneday |+

as the figure beside.

2. IP Pool Starting Address: The starting
IP  address which DHCP  Server
automatically starts.

3. IP Pool Ending Address: The ending
IP  address which DHCP  Server

. DHCP Server Enable

automatical |y ends. 1P Poot Starting Address 1921680
B IP Pool Ending Address 192.168.0.

The IP address that DHCP Server assigns T ooty |

to the requested client should be within

the IP Pool. e.g., when you configure IP
address pool from 20 to 30, the IP

Address which can be obtained by the

clients would be between 20 and 30.

4. Lease Time: You can set the time
period during which the DHCP allows
the assigned IP addresses to be used by

the clients.
By setting a suitable lease time, you DHOP Seve Hlewse

IP Pool Starting Address 192.168.0.
would enable the DHCP to take better e il |
advantage of the IP addresses which are T One howr_|g

not used again.

For example, you can set the lease time
as one hour, and then the DHCP server
would take back the IP addresses per an
hour.
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2.10 DHCP Server

You can view the link status of the
connected clients in the DHCP Client
list, including IP address, correspond-
ing MAC address and Lease time etc.

DHCP Client List shows the binding
MAC address, namely, IP address
assigning to corresponding MAC
address.

1. IP  Address: Please input
corresponding LAN IP Address.

2. MAC Address: Please input
corresponding MAC Address.

e.g.. If you need to bind IP Address
“192.168.0.11" to MAC  Address
“00:C0:9F:AD:FF:C5”, please fill in
parameters as the figure beside.

2.11 Virtual Server

Virtual Server

32

Host ® Mmc

[el+] 192.1680.11 | 00EE2:22EE00
tenda | 192.168.0.12 | 00BO:3C:0064:18

Static Client
PAddess 1021680 ]
Macases [ I I ]

[Refresn |
Host i MAC Remaining Time |Static
QQ 192.168.0.11 [00EE22:22EE00 | 224807 m]

tendaa-kingyao | 192.163.0.12 | 00BO:SC:00.64:18 | 2307:11 [m]

Static Client
PAddress  192.1680.
ACAC Adds
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This wireless router is equipped with
firewall function, so the computer from
WAN is forbidden to have access to the

Virtusl server

en service port of WAN and network

certain servers in LAN. But sometimes, sis of LAN, A csae 5 v por o WAN il it o ek s
of LAN appointed by IP address.

we have to allow some computers from D Sekeron Pl Eae Do

the WAN to have legal access to the : :: = ﬂ% =
servers in LAN. In order to achieve this e
operation, the Virtual function of the ==
router enables you to do this. The virtual =
server defines a service port through e
which the computers from WAN are Eemt ousey [wjleetle 1 [

able to have access to the corresponding
servers. Then this function is to bind the
service port and the IP address of the
server in LAN.
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1. Service Port: The service port which
the router offers to WAN.

2. IP Address: The IP Address of the
computer in the LAN which work as a
virtual server.

3. Enable: Please select “Enable” and

Vistual server define the mapping relationship between service port of WAN and network

the rules WI” go into eﬁect soaff;i\?l‘!;:;n::::i(;s‘ld::wspm of WAN will be reorientation to network server
4. |n “Service POI’t", the common port D Service Part Private P Enable Del
) 1 192168010 ] O
numbers are list here. You could select ] wwl 10 O
. 3. 2.168 O O
one of them and then select an ID in — 1;122@ o o
P “ » s [ sus 10 O
ID” and then press “Insert”, and then == ==
H 5 [ 1 wsuso ] O O
the port would be added to the list I TN e B
automatically. For the port numbers o |—wmel | -
10. 192.168.0.
which are not displayed here, you could  :see ey Mmels [

fill it manually.

For example, the server in the LAN with
IP address of 192.168.0.1 offers WEB
service with port number of 80, in order
to enable visitors in the Internet to have
successful access to this server, you
should configure as the figure beside.

ANote: If you configure a virtual server
(server port: 80), you should configure
the remote WEB management in
“Wireless Security Configure” as a
value different from 80. For example,
you could set it as 8080. Otherwise the
confliction would occur and the server
would not be able to function. After you
configure the wvalue in “Wireless
Security Configure”, you should reboot
34
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the router to make the settings go into

effect.

DMZ Host

In some special situations, a computer .
- - (Notice: The firewall setting related to the [P will abate if you set the DMZ

needs to expose entirely to WAN in o)

order to realize intercommunication. So, DMZ Host T Addross: [ Eustie

please set this computer as DMZ Host.

Please input the computer’s IP address
of the computer in LAN which is to be
set as DMZ host in “DMZ Host IP
Address”. Click “Enable”, and then .
click “Save”. e e —
For example, if you want to set the - -
DN Host [P Address: 1 Enable
computer in your LAN with IP address
of 192.168.0.10 as a DMZ Host in order
to realize its intercommunication with
another host computer in the Internet,
please set as the figure beside.

orderto

UPnP Setting

It supports latest Universal Plug and
Play. This function goes into effect on
Windows XP or Windows ME (Note:
The operating system must have Directx
9.0 integrated or have Directx 9.0
installed) or this function would go into
effect if you have installed software that
supports UPnP. With the UPnP function,

35
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host in LAN can request the router to
process some special port switching so
as to enable host outside to visit the
resources in the internal host.

UPnP Port Map

When you start UPnP function, click
“refresh”, then you can see the port
switching information. Port switching
information is offered by the request of
the application.

Remote Host | Public Port | Private Host Private Port Protocol Duration Comment

1. Remote Host: The description of the

remote Host which receives or transmits

response.

2. Public Port: The port of the router for

port switching.

3. Private Host: The description of the

private host which receives or transmits
response.
4. Private Port: The description of the S e

private port which receives or transmits

response.

5. Protocol: To indicate port switching

for TCP or UDP.

6. Duration: Time responding.

7. Comment: UPnP Mapping inform-

ation.

BiSpisit - Powersd by

192.168.0.11] 1
0.0.00 | 16381 |192.1680.1| 16881 [ TCP 0 | ANSPIRITNET!

2.12 Security Setting

Client Filter
36
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To benefit your further management to
the computers in the LAN, you can
control some ports access to Internet by
data packet filter function.

1. Click “Filter Out” or “Accept”. When
you click “Filter Out”, you are only
forbidding the host in LAN with the
corresponding IP address to go through
the router by the corresponding port.
When you click “Accept”, you are only
allowing the host in LAN with the
corresponding IP address to go through
the router by the corresponding port.

3. IP: Please fill in the IP address of the
controlled computer in the LAN. You
are able to use a range of IP addresses.

4. Port: Please fill in the TCP/UDP
protocol port that you require to control,
you can set a range of IP addresses.

5. Type: Select the protocol of data
packet controlled (All means TCP/ UDP
both included).

6. Time: Please fill in the time when this
rule goes into effect and goes out of
effect.

7. Enable: This filter rule functions.
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[0 Enable ciient filter

Filter out or only aceept the following MAC address connect to Intemet  (® Filter out O Accept

Port Tipe

D L3

pooziesol [ H /AL [v][000
2 tease0 ][ H (AL [v][0-00
soagassol H 1 M AL [v][o00
waeso [ M J|ALL [v][0:00
waaeso ] H AL [v][0-00
weso [ M AL [¥][o00
7owssol 1 M JALL [v][o:00
waeso M ] H AL [v][o00
wassol T ][ H J|ALL [v][0-00
woaieso ][ J[ALL [v][000

LY

Enable client filter

Filter out or only aceept the following MAC address connset to Interns
n P

L

3 126s0fs e |[11

T

woaszwese W ][ M [AlL

Port Trpe
w607 F7 | ALL
ALL
AL
waeso ] H J[AL
waeso ] H J[AlL
wrteso M [ HO AL
wasso [ /AL
wee M 1 H AL
waeso [ H A

8:00
ALL
ALL
0.00
0:00
0:00
0:00
0:00
0:00
0:00

v
v
v
v
%
v
M
v
v
%

Time

|

]

JRIRIFIRIEEE

0:00
0:00
0:00

1 0:00
- 0:00
[/0-00
- 0:00

0:00

1 0:00
- 0:00

Time

| 18:00 ¥

JEIEEIERIEEEE

MHALL (s

M

ERIEEEIR]E

M ALL
- 0:00
- 0-00
- 0-00

0:00

- 0-00
000
- 0-00

v

NEIEIEIEIRE

Enb Del

ot @Filter out O Accopt

Enb Del
&0
&0
# O
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oo
B
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oo
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8. Save: Click to finish and save setting.

For example, if you require forbidding
the computer (IP address 192.168.0.7)
browsing website during 8:00-18:00 and
forbidding the computer with IP of
192.168.0.8 receiving emails all day,
you can set as the figure beside.

URL Filter

In order to control the computer to have
access to websites. You can use URL
filtering to allow the computer to have
access to certain websites at fixed time
and forbids it having access to certain
websites at fixed time.

38

URLFitter  [Enable
Filter Mode: @ Fiter O Allow

1. 1901
2. 1901
3. 1000
4. 1901
5. 1901
6. 192.1
7. 1921
8. 1921
9. 1921

wo Q0

10. 192

e ] 1 f s e |
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1. Enable URL Filter Function

2. Filter Mode: Two filter modes,
“Filter” and “Allow”, are available.
When you select “Filter”, you are able to
forbid the computer with the IP address
visiting the URL with the contents
stated. When you select “Allow”, you
are allowing the computer with the IP
address to have access to the URL with
the contents stated only.

3. IP: Input the IP of the computer in
LAN to be managed, or you can also
input a range of IP addresses.

4. URL String: Input full or part of the
domain name.

5. Enable: To enable the selected URL
filter rules.

6. Save: To save your settings.

For Example: If you require forbid the
computers in LAN with IP Address of
from 192.168.0.10 to 192.168.0.100
from having access to the websites with
the domain of “sex”, or part of its
domain name with words of “sex”, you
could set as the figure beside.

ANote: You should restart your client
utility, or run “net stop dnscache” in its
MS-DOS window to make the setting go
into effect due to the DNS cache
function of Windows.
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URL Filter. Enable

Filter Mode: ) Filter O Aflow
D

ﬂ

|
i e f s e

ﬂ
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w0

URL String Enable Del
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MAC Filter

In order to manage the computers in
LAN better, you could control the
computer’s access to Internet by MAC
Address Filter.

1. MAC Filter: Choose “Enable” to
enable MAC filter function.

2. Filtering Rule:

Please refer to the figure below.

Please choose ‘Filter out’ to prohibit the
MAC listed in the MAC address column.
Also, you could choose “Accept” to
allow the MAC in the list to have access
to Internet.

3. MAC address: Fill in the MAC
address which you need to control.

4. Comment: To fill in the description of
this computer with this MAC address.

5. Action: Click “ADD” to add the MAC
Address in the MAC address column.

6. Save: Please click “Save” and you
could save your settings.

For example: you don’t want the
computer with MAC of 00:CO:9F:
AD:EF:C5 to access Internet, but allow
other computers in LAN to access, you
would configure as the figure beside.

40

MAC Filter

Config

the

ddress.

MAC Address

CJEnabte

accept the
MAC address connect to - @ Filterout O Aceept

Comment  Action

] ((<<ADD ] | manually [v

Interne

t the

Configure MAC Address

MAC Address

Enzble

s connect to @ Filterout O Accept

Comment  Action

] (_<<ADD ][ manually [+

00:COSF-ADEFCS
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Prevent Network Attack

Prevent Network Attack: When you
enable this function, the router would be
able to prevent from network attack.
When computer attack the router, it Atk
would control the bandwidth of the

computer. You would click log in
System tool to check the IP which

attacks the router.

Remote WEB Manager

Ensble m}

This section is to set the WEB managing —
port and set the IP address in WAN
which is allowed to execute remote WEB
.

manager function.
1. Enable: Enable remote WEB manager
function.
2. IP Address: The IP address in WAN
which is allowed to execute remote WEB
managing function.
3. Port: The port through which the Enile

: P gt
computer in WAN execute remote WEB Pan

manager function.

ANOIGZ

1. The default port through which the
computer in WAN is able to execute
remote WEB managing function is 80. If
you change the port (take 8080 for
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example), you should type
http://192.168.1.2:8080 to go to the WEB
management interface.

2. The default IP which is allowed to
execute remote WEB managing function
is 0.0.0.0. Under this default situation, all
the computers in WAN is able to log in
and execute remote WEB manager
function. If you change this default IP
(take 218.88.93.33 for example), only the
compute with IP of 218.88.93.33 is able
to log in and execute this function.

For example, we just allow the IP of
218.88.93.33 to log in and execute
remote WEB manager function via port
8080; you would set the data as the
figure beside.

WAN Ping

Ignore ping from WAN port: When R
enabling this function, the computers in R
WAN is not able to ping the router, except
the computers in LAN.

Special Application Filter
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When enable Special application Filter,
it would prohibit application like MSN,
QQ, OICO etc.

2.13 Routing Setting

Routing Table

* Tips:

The main duty for router is to look for a
best path for every data frame, and
transfer this data frame to destination.
So, it’s essential for the router to choose
the best path, i.e. routing arithmetic. In
order to finish this function, many
transferring paths, i.e. routing table, are
saved in the router, for choosing when
needed.

Static Route

% Tips: The routing table which is set by
administrator in advance is called static
route. Usually, it is set according to
network configuration when installing
the operation system. It would not be
changed according to  network
structure’s change.

1. Destination LAN IP: The IP address
or IP segment which would be
accessed.
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Disable MSN

Disable QQ

Destination LAN.
®

0000
192.168.0.0

Destination LAN IP

Subnet Mask

0.0.0.0
2552552550

Subnet Mask

metric

0
0

Gateway

Action

<<ADD
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2. Subnet Mask: Fill in Subnet Mask.

Usually, it is 255.255.255.0.

3. Gateway: The IP address of the host

or router, to which the data packet is

transferred.

4. Action: After you click “ADD”, the
setting would be taken into effect.

A\ Note:

1. Gateway IP must be in the same IP

segment as WAN port or LAN port.

2. If the destination IP is the IP address
of a host, the Subnet mask must be
255.255.255.255.

3. If the destination IP is IP segment, it

should be matching with the Sub-net

Mask. For example, If destination IP is

10.0.0.0, the Subnet Mask must be

255.0.0.0; If the destination IP s

10.1.2.0, the Subnet Mask must be

255.255.255.0.

2.14 System Tool

Time
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Destination LAN IP

Subnet Mask

Gateway

Action
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This section is to set system time of
router. You would set your own time or
obtain GMT time from Internet.

ANote:

After you turn off the power of the
router, the time information would be
lost. When you turn on the router and
connect to the Internet, the router would
obtain GMT time automatically. You
should go to Internet and obtain GMT
time, or come to this page for setting the
time of the router, and the time
restriction of other functions (for
example: firewall), would take into
effect.

DDNS

% Tips: DDNS is short for Dynamic
Domain Name Server. It is to map the
dynamic IP address of the user to a fixed
Domain Name Server.
The main function is :

1. The ISP only supplies dynamic IP
address. DDNS captures the changing
IP address which the users change
every time, and correspond it with the
domain name. So, other users would
communicate with the user by domain
name.

45

This page set system timezone of router, you can obiain stzadard GMT time from

internet.
N

2 When shut the router power, the time information will lost and router will

obtzin GMT time automatically. Your must connect intemet to obtain GMT time or

set time in this page so th time restriction of other function for example can go into

effect

Timezone | (GMT+08:00)Bejing,China, Hong Kong,Singapore, Taipei

(Notice: only connect internst can you cbtzin GMT time)

DDNS Client support
DDNS Service
Service Provider
UsedD:

Password

Domain Name:

O Enzble @ Disable
oray net || register

v
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2. DDNS is able to help you to establish
virtual server in your home or office.

For example: On the local server
192.168.0.4, you set up a WEB server,

ort of WAN and network

H H . D Service Port Private IP Enable  Del
and register in Oray as follows: ‘ =
2 [ wueo )
USER ID tenda = — = =
PASSWORD 123456 =
Domain Name  test.vicp.net e =
[} [ 1 wuso ] O O
°. [ 1 wmiso ] O 0O
R . R 10. [ wsuso 1 O O
Virtual Sever defines the mapping oo [v|mal> (1 v
relationship between service port of
WAN and network server of LAN.
Please fill in the figure as the figure
beside to define the relation. And fill in DS Cleat s
A DDNS Service @ Enabte O Disable
User ID and password in DDNS. And sscsproier [oray 10l [V]segister
. Ve
then, please enter http://test.vicp.net and —

Domsin Name:
you are able to access your WEB.

Backup/Restore

Here, you could backup or restore th
e configuration on router which you
set before.

storsbackup setting
TInput TFTP Server: 192.168.0.11
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The steps to backup:

1. Download: Please go to our website
(www.tenda.cn ) and down- load a

TFTP appliance program.

2. Save this program in a fixed file and Curent Diectory [T\ Upgiade Browse
run it. Serverinterfaces [152168.0.11 =] showDir

Titp Server | Titp Cient | Syslog server

Current Action |Listering on port 69

i Ehaiit i Settings Help

3. Backup: Click “Backup” to form a

backup file in TFTP appliance program. =

Also, we could put the files which are to opot e
- . lnput TFTP Serer
be uploaded in the TFTP directory, and

then click “Backup”, and then please
reboot the router and you could backup

your router with the file which you put
in the TFTP directory.
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Upgrade

By upgrading the software of router, =
youw’ll enable your router to be more
stable and obtain value-added function

for your router.

The steps to upgrade:

1. Please kindly go to our website
( www.tenda.cn > , and download
software for upgrading with higher
version. Itis in WinRAR format.

2. Please establish a TFTP server in your

computer. Then please unpack the

WInRAR files which you download and

put in under the directory of TFTP, and

please remember the name of this
unpacked file.

For example: You could establish a
folder named “Update” in your disk C.
Put TFTP server and the unpacked
WInRAR files in this folder.

48
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3. Fill in “Input File”, please fill in the
name of the file which you unpacked,
for example “upgrade.bin”, and in
“Input TFTP Server” please fill in the IP
address of the TFTP server, for example
“192.168.0.11"

4. Then please click the “Upgrade”
button in the Interface of the router to
run the TFTP server for upgrade.

You willobtsin new function by upgrading router software.

Input Fie: uparade bin
Input TFTP Server: 192.168.011

Current Version: Ver 1.26-0ct 30 2007 14:53:59

Cilpgrade

“You willobzin new function by uperading routd =
Input File: upgradebin_|| [1321880.11 =] Show i
Topmt TETP Secver 192188047 ]| T Setver | Titp Clent| Syslog server |

Current Version: Ver 1.26-0ct 30

Notice: Do not shut down the router power whe

Curent Action  [Listering on port 63

5. After upgrading, the router would
restart automatically.

Note: Do not shut down the router
power during upgrade, otherwise the
router would be damaged. If upgrading
successfully, the router will restart
automatically. It would take several
minutes for restarting. Please wait.

Restore Factory setting

Please click ‘’Restore”, it will reset all
configurations to factory default setting.
®  Default USER ID: admin

Default Password: admin

Default IP address: 192.168.0.1
Default subnet mask: 255.255.
255.0

A\Note: After restoring, please reboot
the router and the restoring would go
into effect.

49

sotng: ep

Upgrade Success!

Restarting! Please Wait for 15 seconds

Click this button will reset all the Setting.
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Reboot

After rebooting the router, all the

resetting would be taken into effects, Gl bton to st e
and before rebooting, the router would
disable its connection with the ADSL

automatically.

Change Password

This section is to change password for Chisg lgia UseD s P

administrator. =
Original Password
New Bassvers
Confires Pessword

Please input the original password
firstly, and then input the one you want
to adopt. If the original password is
correct, you would change the password
successfully by clicking “Save”.

For example: We want to change the

Change ogin UserID and Password

USER Name and password into the — e
parameters as follows:

USER Name tenda

Password tenda

Please fill in the data as the figure
beside.
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/NNote: For data safety, we strongly
suggest that you change the factory
default USER Name and Password.

Log

In Log, you could check various status
of the system after it starts, and could tndn
1 |10-1-2006,08:30:43 PPPOE |Send PADL requast connection

also CheCk |f there |S network attack 2 [10-1-2006,08:3043 PPPOE (Send PADI request connection

towards the router. ——

Clear: Please click “Clear” to delete the

existing log information.
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Features:

® Integrates router, wireless access point, four-port switch and firewall in one

®  Provides up to 54M speed rate and auto negotiates 54/48/36/24/18/12/9/6/M
or 11/5.5/2/1M speed rate

® Compliant to IEEE802.11b, IEEE802.11g, IEEE802.3 and IEEE 802.3u
standards

®  Supports far-distance transmission, 150 meters indoors, 400 meters outdoors
(depends on the environments around)

®  Supports 64/128-bit WEP encryption, WPA and the latest WPA2 encryption
security authentication

®  Supports RTS/CTS protocol and data partitioning function

®  Provides one 10/100Mbps Auto-Negotiation Ethernet WAN ports for WAN
connection

®  Provides four 10/100Mbps Auto-Negotiation Ethernet LAN ports for LAN
connections

®  Supports xDSL/Cable MODEM, static and dynamic IP in community
networking

®  Supports remote/local Web management and TFTP upgrade

®  Supports SSID stealth mode and access control based over MAC address

®  Supports Auto MDI/MDIX

®  Supports wireless Roaming technology and ensures high-efficient wireless
connections

®  Supports auto negotiation/manual mode for 802.11b/802.11g

®  Supports UPnP and DDNS

®  Supports the access control over 30 MAC addresses of NICs

®  Supports Firefox 1.0, IE5.5 or above

®  Supports SNTP
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Supports virtual server, DMZ host

Built-in firewall for anti-attack

Supports DHCP server/client

Supports auto-choosing wireless channels
Supports the control over LAN access to Internet
Provides syslog to record the status of the router

Supports WDS wireless network extension

Deployment

WH541R wireless broadband router provides you with wireless connection solution

for high speed, reliable and low cost. Its deployment is as follows:

1. For staff who requires high mobility in their office, they require to have access
to the office traditional wired or wireless network in any location of their
office.

2. For the staff or enterprise who often changes the layout of the LAN

3. Limited by architecture or budget, some companies which are not suitable for

LAN, such as ancient castle, rented house or temporary location.
4. For the staff or company who avoid using expensive cables, rented cables or

way leave.
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Physical Environment

Wired Ethernet LAN or Wireless Ethernet LAN

Please use cable to connect the ALN port of the W541R router to the LAN.
For wireless client, please refer to the user’s guide of the wireless NIC to
connect the wireless NIC to the wireless router wirelessly.

WAN port connectible to WAN, ADSL, Cable Modem etc.

IE5.5, Firefox 1.0 or above.

Operation System supporting Windows, Linux, NetWare etc; And network
with TCP/IP communication protocol

Place the router horizontally.

Please keep the router away from heater.

Please don’t place the router in dirty or humid location.

Appendix: Package Contents

Please unpack the packing carefully, and you could find the below articles:

>

>
>
>

One Wireless Broadband Router
One Power Adapter
One Quick Installation Guide

One CD-ROM
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